Table of Contents

Part 1: Foundation 1
1 Subject (from pain to pleasure) 3
1.1 Challenges........cveieininiiicnisiisisencnesisiscnnsensatssseesesasssesasasnsnssstssessssstssssssenestssscsencasses 3
1.2 Areas of activity beyond , Protection, Detection, Reaction” ..............ccceceuvuuree 6
1.2.1 TIANSPATEICY cucueecerrerereresereneresesisnseserisisisisssisssssesensasssssssssssassssesessssssssnsnsssssases 9
1.2.2 Interfaces and iNteraction .........oceemirccrcnncnieneniincsnicsicscnsescsenesenns 14
1.2.3 Standardization............ecicninnnisnes 18
JIRC I 7o) LD Ua (o) o V- TOu reesesasseenstsasreresasssasresassasnt 21
2 Environment 25
2.1 Frameworks for ESARIS............cceueuuee. ' rereressanasnsaenessntatas 26
22 Perspectives: corporate versus product security ..........ecu... 30
3 Main building blocks and general set-up 33
3.1  ESARIS Dimensions........ccceereensusvercrcresnsnenes reresesasaree s as s ae et neneaen 33
3.2 ESARIS WOTIK AT€aS .....curveriririreernsniriresesninisisisesnssssesesnsnssssssesmsonssesessons 35
3.3 ESARIS Collaboration Model.............. reeee bbb bbb 37
3.4 Hierarchy of Security Standards...........cveveerererercrsereresesreeesrenseersnsssesesssssesenes 42
34.1 Overview .....enececnneas et a s s R a bR e ne 42
3.4.2 Level 1: Corporate Security Pohcy ........................................................... 44
3.4.3 Level 2: Corporate Security RUles ..........cccoveurereenerrerereeernnverencnenesensenncne 44
3.44 Level 3: ICT Security Principles.........cooevvmeereerrurererensernrernnees 45
3.4.5 Level 4: ICT Security Standards...... rereneneressnnerenanes 46
3.4.6 Level 5: ICT Security Baselines........c.cccoeovueeverrrrersenernennenene. .46
3.5  ESARIS Concept of Double Direction Standards .........cceveeerrevnrsesrncsesnnnnnee. 47
4 ESARIS Security Taxonomy 51
41 Design criteria for the ESARIS Security Taxonomy ...........cecoeeevsesensusessesensnnens 51
42  Structure of the ESARIS Security TaXONOMLY ......ceceeeurererercurererensusesesessesnsescasanns 55
43  Areas and the ICT Securlty Standards at a glance ......eeevereveneneereeniereenenenens 61
4.3.1 NEWOTKS ..ccorrriririirrinnerieensaesnestsnsssssssssssesssssssssssssessssssssessssasasnssssssess 62
4.3.2 Data center . . rereereesreenene sttt ne s s ne s R e ne b bes 63
4.3.3 Customer and users. ' - vee66
4.3.4 Evidence and Customer Relation.... 67
4.3.5 Service Management...... SR .69
4.3.6 Risk Management and Cernﬁcanon ................ 71
44  Summary of standards and taXONOMY ..........cewcersseuscussinisasiescssscassenseness 72
45 Provider Scope of Control ....... sxesemsersnssssnsensaseransensasanes 74

Bibliografische Informationen ‘ HE
http://d-nb.info/1117099520 digitalisiert durch IONAL
BLI ‘T E


http://d-nb.info/1117099520

xii

5 Secured by definition — integration with core business ITSM)................... 81
5.1 ITSM processes and why security must be integrated into them.................... 81
5.2 Division of labor between IT and IT SECULItY .......ccoerveurerecunercusesucescnsesuscasennes 88
5.3  How the integration looks like and actually WOrks .........cccvcecuecrreuscrscuserncence 91
Part 2: Core activities 97
6 Standardization - ensuring quality and efficiency 99
6.1  Understanding standardization, its necessity and benefits............cccceecserrucene. 99
6.2  ESARIS Industrialization CONCEPL.......covuviuimrineercrsiniiseasensesascasensacssessescsecanens 103
6.2.1 Dealing with reqUIrements........ccccovuviiuiieeinniisinisennisnnecsssesssseccssecns 103
6.2.2 CompOsition Of SEIVICES ......ccuiiiciictiirciisicrrcccessasssssssasaens 105
6.3  ESARIS Security Specification CONCEPL ......ocvvviviuririsnininissinensisenesesesssessssesnense 106
6.4  Obstacles towards standardization and SOIUtiONS.........cceccreccureecscnsuscnivennenne 113
7 Attainment - achieving compliance with ESARIS standards........ccccecsueeee 121
7.1 Foundation..... ceetesesereree bbb e bR SRRt e Rt bt 121
7.2 Requirements engineering and elaboration and application of ESARIS
STANAATAS ..ottt ettt nens 123
7.3 ESARIS Attainment Levels and verification of compliance..........cccccoceuueee. 128
7.4  Service offering portfolio integration ...........ccecvvveeininiciincinincnniscssiccsescaneee 134
8 Fulfillment — meeting customer demands 139
8.1 Foundation...........enerevciniisenenn, . . ...139
8.2 IT outsourcing et R bbb bR Rt 142
8.3 AsSUrance fOr CUSLOMETS ........cceuiremnircinicsnisisisscsisssssssiseseasssssssssssssssssssssss 148
8.3.1 Contractual eVIdenCe........cceeomieeieriniernetnstersiesssstesesesssssess s ssssssssenss 148
8.3.2 Operational eVIdenCe.........cocoveeerninersrnnsesensisnsssesssssenssesssssssssesssesssanes 153 .
8.3.3 Contractual and other changes .........ccovvnvnvinnncssisesnnniscscsesaes 155
9 Flexibility - managing the supplier network 159
9.1 Roles and types Of SUPPHETS.......ccccrriririririineeisesmnusisesisesissasisssssssssssssssssssssssneses 159
9.2  Third party integration model.........cccoouvurninrviiinnenecrnsirniniiisessiesensenes 162
Part 3: Implementation 171
10 Maintenance - requirements, documents, improvements 173
10.1 Document IDs and more reetesetsreieae et re s e e a bR e b e aeese 173
10.2 Virtual organization, roles and processes creesreeressensessaasennan 179
10.3 Library, versions and CONSIStENCY .......cceeerueererersnsirssssssssssnssssesessssessssnsesssssssesens 182
10.4 Protecting intellectual PrOPEILY .....ccvveriissrcininirisirensisiisissusescsessssssassssesessasans 186
11  Transformation — implementing ESARIS sustainably........ 189
11.1 Mission: induce a massive change .........ccoueeeeecriseaenenens ....189
11.2  Approach: ESARIS Maturity Level and master plan verererseersasnnnaeaes 192
11.3 Enablement: training and communiCation ........cueieeresccusvensisisccscsensescseanans 200
114 Voyage of ICT services... . . 205

Table of contents




Table of contents xiii
12 Implementation - IT production and its protection in practice.........ceeee..r 209
12.1 Evidence and Customer Relation .............ccecereuveereerescmsensessnisesnsessenenns ..209
12.1.1 Match — (IM)PIOVE — COITECE ....ererrrrrrreerrerrerererensnsencsessssesessssssscsessassaes 210

12.1.2 AccompliShing SECUTILY ......cucueeeeisimscrereseessesessessesssesssssesssssssssssssassessses 214

12.2  Service Management .............ceuucucucmeseeseeuscssensesssssssessessssssssssssssassssessessesassans 220
12.2.1 Plan — Build — Change ..........cccueeureueeremscmsersressisensessssessssssssssessssssessessens 222

12.2.2 Accomplishing SECUTILY .....ccuuureeeueecncsiirieiesnsensessssssesssssssssessessessesenes 229

12.2.3 Stocktake — Assemble — PTeServe.........uemcurersemeereemsensessessessssssesesns 236

12.2.4 AccompliShing SECUTILY .......ocucviueicnricrricrrisesisnesensessnsesssessssesssesesseens 241

12.3  ICT SEIVICE ACCESS ..oucvererrirscnscssinsinessssessissssessassssessessasssessessasssssssssssssssssssssesses 246
12.3.1 TranSpOrtation..........ucceescecscncncicsicssesessesssessasesensessssassans 247

12.3.2 Customer side and endpoints............ceeevevrerseererssseuserseereenens ...249

12.3.3 CONNECHIVILY «.cuvvuveeircrsinisisciscncsisisenssessesstssssssssesssssssssessssssssessssesenes 253

12.3.4 Securing transpOItation ............e.eecucucucneenesesscnsesecseesesasessessesnns 256

12.3.5 Securing WOTKpIaces ...........coucucevminencnserensecncncssesennesense ....258

12.3.6 Securing CONNECHVILY .......ccecuieiurerininencscnsisenecnsesessessssssssessssssssssessens 265

124 IT Service Production...........cccuceneuncusenccnvescnscssensennns 267
12.4.1 The IoWer IT Stack .....c..coecveveurercerensercnserensnesesensesenssssssssenens ...268
12.4.2 IT management and data center premises ..........oceceeeeeeerenresenresrusesnnes 274

12.4.3 Applications...........ceeueu.. sererersnsasase et n s as s st s e sas e ens 279

12.4.4 Securing the IoWer IT Stack ...........cocuvueeuueecmcmscnensisinsessessssenesssssesssessses 282

12.4.5 Securing IT management and data center premises...........ccecosuevuerenee 286

12.4.6 Securing appliCatioNS ........cuevvereermenisisiesisiseninsicscnseeesessasesssnns 290

12.5 Risk Management and Certification............ccececuecucuecees .. 297
13  Routine - day-to-day security management using ESARIS..........ccceeeereneee 303
13.1 Fourteen tasks for managing security using ESARIS ..........cccccoevverrrerererrerennes 303
13.2  Three ways of verifying compliance with security standards..........c.eeevenee 309
13.3 A number of tips to deal with trouble and confusion.............ceeeeeeerereerrerrenes 313
13.4 Buyers and providers: joint security management 316
14  Conclusion 325
Annexes 331
A Authors and acknowledgement............cocucevurevcncecnrincnees 331
B Glossary (terms and definitions) 336
B.1 Fundamental terms........uccueicreenerinctnciesicnncsncssscssisessessssnssssesssasenns 336
B.2  Terms relating to security organization...........ccccecevuveeruvcrreecusecnceennes 338
B.3  Terms relating to difficulties and restoration.............cccvuvenceecurercrescnnenenne 342
B4  Major concepts and models at @ glance .........ooeeeeeereessrsneeeens 343
C LItEratUre......cceeeerercrcescnesnnenic s ssses s s ssssssssssesssssssssssssseossssssans 359
D Abbreviations 363
E INAEX ettt ettt st a s s e ba e bens 364



