Table of Contents

1.1
1.2
1.3
14

2.1
22
23
24
25

3.1
32
3.3

3.4

3.5

4.1
42
4.3

44

TNEFOAUCHON ...ttt bbb sasasss s re bbb e nanan s 1
Why read this DOOK?........occreeremereeisecuseisenssecinises i sisesisetiesesssssssssenases 1
How should this book be read? .........ccviiveniirinvnnnienineeeee ettt 3
What is the content of this bOOK?........cc.ccueerimieneiieiecieeee et 5
Relation to Other Programs.........oiivveueeieimseresessserseiensesnesessssssssssssssssssssanens 10
Security, assurance and the division of 1abor ...........ccceeereierneonnicnienncnnen. 25
Motivation for using third-party services ...........coeeeeeieerrenisinieecssssnsnee. 25
The problem: Economies Versus a priori assurance.........ceeeusesesisessssesenss 30
Perceived security and business Fisk..........cueuvuiivenereriermmenciseisnsisiesenannns 33
Balanced security profile and economies of scale .......coocermriereeeninnieiennnas 34
Risk management for third-party ICT services..........cocovneerniscscsrecsensrsennens 37
Approach and frameWOrIK ...........ooceuieeeniniienrnnenrrr st 43
Setting GOals........cccoiiniiiiiiiiiii s 43
PeISPECLIVES ...ocevvreereeieieteieie sttt ettt ss e e snse s snanene 46
Framework for ESARIS ...ttt scess e ssss s nsasasanens 49
3.3.1 General......iieetiee sttt 49
3.3.2 Enablement Framework for ESARIS...........cccccoevimemimvrnmnmneeencreiecnnnas 52
3.3.3 Enforcement Framework for ESARIS..........ccooemmmmmmimiiemecccieterennnas 53
ESARIS Industrialization CONcept .......ccouviiveeiisrererneirinenenseesenesesistsssesenens 56
3.4.1 Dealing With reqUITEMENLS.....c..ccvumieeerremereseesrsesssnesessssessssssssanes 56
3.42 CompoSition Of SEIVICES.......ccuvererereririmnmemeicrinisssesete st stssesss s ssssssnenans 58
ESARIS DIMENSIONS......ccvvnieisireseseeriisnsninieieseesssesesssanessssssssssssasasssssesasssssasassas 59
Main building blocks........o.ouimeeieeeee e 61
ESARIS WOTK ATEAS .....covrnrerarsissnsnnrssssssssrasssssissisessessssssssnsssssensnasesssasessrsseos 61
ESARIS Collaboration Model.........cceceummurereenceernsieseressesesnsesesessens ereereeenas 64
Hierarchy of Security Standards..........ccccovveeererereveceieienieicccceeteisnannns 68
431 OVEIVIEW ..oviviiiiictinnnriiseesestsssises s s sssss s s st asasanens 69
4.3.2 Level 1: Corporate Security POLCY .....ocevveeememeireetnensieesse e 70
4.3.3 Level 2: Corporate Security Rule Base.........ccocoeovrurrveierneisnensenrenennen 71
434 Level 3: ICT Security Principles........cocoemeronnnminnnicieiniencnscsenniscnnens 73
4.3.5 Level 4: ICT Security Standards...........ccecvrurmvururcrnenncininneneeseceisrernna 74
4.3.6 Level 5: ICT Security Baselines.......ccccevmviverismsmsesercrcrsisnseresssienenenncs 74
ESARIS Concept of Double Direction Standards .........cccecoeueeienvecrnrncnnnnenns 75

|
Bibliografische Informationen digitalisiert durch I HLE
http://d-nb.info/1026222605 BLIOTHE


http://d-nb.info/1026222605

X

5.1
52
53

5.4
55

6.1

6.2

6.3

6.4

6.5

7.1
72

Table of Contents
ESARIS Security TaXONOMY .......ccoeeuniveieisiiermeieiessinssissessssesssssssesssessssssssens 81
Criteria for the ESARIS Security TaXxonomy ..........ccoeeeeieiisneneenneeseansesnnnes 81
Understanding the ESARIS Security Taxonomy .........cconeeseserecescsesenenens 87
The ICT Security Standards at a glance...........cc.ccvmermercveinerecesnnscensnnen. 93
5.3.1 NEtWOTKS c.coviitiriirciiiiniitrrns st sassesssssssssassens 94
5.3.2 Data CENter ...ttt 96
5.3.3 Customer and USEIS ......ocorrmeieersrirereisnensisisissssssansssssssssssssssssssssasens 99
5.3.4 Evidence and Customer Relation.............cccccvuveveirimnmnrecnncrercririnnnnncs 100
5.3.5 Service Management.........ccoevrnirremnnninissisenmnseesisseseeessssssessens 102
5.3.6 Certification and Risk Management .........cococoeriimmnicccninnnanienenn. 105
ESARIS Security Specification Concept........cccouevevereeeenciniisecssccenenene 106
Summary of standards and taXxoNOMY .........cceceerevvnssensrnrecrsmssssssisnsscnenes 113
ICT production and protecting it in practiCe ........eevueeecceieninieiieccirenens 115
Evidence and Customer Relation..........ccccvcvecvvnnecninncnncininnncsveseninennes 115
'6.1.1 Match — (Im)Prove — COrrect.......covvmemnrescsvemiicinicmnirneenssissseeennas 116
6.1.2 Secure AccompliShment...........cocoviirirriciireeeriinsnrnieseaiasienenes 121
Service Management ...........cocueeeeerrinisiiicnnmneseieiisssssssse s sssssssssssessssssses 127
6.2.1 Plan - Build — Change......ccoovninncsseerrrs s 128
6.2.2 Secure AccompliShment..........ccovverciniiissennncriinsieeeseseenenes 136
6.2.3 Stock — Assemble — Preserve..........ocoinmvrneseiesinsesnsississsnsnnnenessnsens 143
6.24 Secure AccompliShment.........coovuvverveeminieiiirieineereienrses st 149
ICT Service ACCESS....cuccrririeisiiirereresesntstsis st sssss s ssesssssessasassanes 153
6.3.1 TranspOrtation .......eceiiinnnereciirerersessss s ssssanes 155
6.3.2 Customer side and end-poINts..........cccuverrercsrionissesssmsnesissesessesanns 157
6.3.3 CONNECHVILY ..orecerrririrircrieiiiinssssncastsissesisssaassessrsssssssssasasssnsens 162
6.3.4 Securing tranSportation ..........co.ceceremieveiernsiserinsnisnseses e 165
6.3.5 Securing WOIKPIACes ........ccccorunerciienrirsssenincistsssstsisssesssssssssssssssesens 167
6.3.6 Securing connectivity..........ceveuuune. e s 174
IT Service Production...... s — 176
6.4.1 The lower ICT stack .......cccouvevereuririnvenrniritinnrcccne s 177
6.4.2 ICT management and data center premises ...........ccceeeeeeerecrerannnne 184
6.4.3 APPHCAtIONS ..ottt 189
6.4.4 Securing the lower ICT stack .........cccovveririnmrcecrserencniirissne e 192
6.4.5 Securing ICT management and data center premises..................... 197
6.4.6 Securing applications........cccocvvnninnierinninnssnrs e 201
Certification and Risk Management ............c.covvirimnmnncncsinsenseneisisssenennns 209
Usage of the ICT Security Standards ..o 215
ESARIS Scope of CONtIOl..........voeiemrincinietencece st 215

ESARIS Customer Fulfillment Model.......ccccuuievrerrieeenriiervesnerseeneseeresenens 220



Table of Contents XIII

73

74

81
8.2
8.3
8.4

Al
A2
A3

B.1
B.2
B.3
B.4

ESARIS Compliance Attainment Model..........cccoouviienininennenensescnnnnenen 222
7.3.1 Verification PrOCESS .....cveimicecieretetsinisiessrnsnasiststsesesssnsssasssasiseseonasas 223
7.3.2 Who provides for compliance? ..........ccovvereecornesesersnenscnnnncnsnnesininenes 227
CONCIUSION <.ttt ebstsns et be s s s sas s bsssssesnssasacns 229
ROIIOUL PIOCESS .....cucvimitneeseeiristss st ssssesesssesasssesesesessenssssessssseenas 231
Organization and tMINEG........ccceceererninsinninnissee s 231
Handling docUmMeNtation...........cocuerireesiernneneisenssssstsetssisissssscaiasaes 235
Protecting intellectual Property .......ccccoeeeereieurenesieinsennceissnienins 241
Making it a standard offering ... 243
Authors and acknowledgement.............coooeverereiennrsnicnnnnneensesesenas 247
ACKNOWIEAEMENL........cvirerrieierersnstrsis sttt 247
Curriculum vitae of Eberhard von Faber .........cccovvvenorennvinnnccnnnnencinnne 249
Curriculum vitae of Wolfgang Behnsen ............corincnnnnnnnnencnenens 250
Terms and definitions ... nesens 252
Fundamental termS.........occcocermmisisiimmnn i sssssssssssssassssessssssess 252
Terms relating to security organization.........cceuvevevrcerenenceraniisisininsnnincnaes 255
" Terms relating to difficulties and restoration............cccvevevcnrvnesinssiscncnnns 259
Major concepts and models at a glance ... 262
LAEETAUTE. ..ot ststeb e nensns st st sttt st n s 274
AbBDreviations ..........cccoevveveenrnenennneninenee e ferereaserenrseanesnesenerarenenees 278



