
Contents

Part I The Financial Infrastructure

1 The Financial Critical Infrastructure and the Value of Information
Sharing 3
Enrico Angori, Roberto Baldoni, Eliezer Dekel, Atle Dingsor, and
Matteo Lucchetti

2 Modeling and Risk Analysis of Information Sharing in the Financial
Infrastructure 41
Walter Beyeler, Robert Glass, and Giorgia Lodi

3 Cyber Attacks on Financial Critical Infrastructures 53
Mirco Marchetti, Michele Colajanni, Michele Messori,
Leonardo Aniello, and Ymir Vigfusson

Part II CoMiFin Collaborative Platform

4 CoMiFin Architecture and Semantic Rooms 85
Roberto Baldoni, Vita Bortnikov, Gregory Chockler, Eliezer Dekel,
Gennady Laventman, Giorgia Lodi, and Luca Montanari

5 Monitoring and Evaluation of Semantic Rooms 99
László Gönczy, György Csertán, Gábor Urbanics, Hamza Ghani,
Abdelmajid Khelil, and Neeraj Suri

6 Trust and Privacy 117
Jimmy McGibney, Hisain Elshaafi, Barry P. Mulcahy, Dmitri Botvich,
Giorgia Lodi, Davide Lamanna, and Hani Qusa

7 Collaborative Inter-domain Stealthy Port Scan Detection Using
Esper Complex Event Processing 139
Leonardo Aniello, Giuseppe Antonio Di Luna, Giorgia Lodi, and
Roberto Baldoni

XV

Bibliografische Informationen
http://d-nb.info/1017008620

digitalisiert durch

http://d-nb.info/1017008620


xvi Contents

8 Distributed Attack Detection Using Agilis 157
Leonardo Aniello, Roberto Baldoni, Gregory Chockler, Gennady
Laventman, Giorgia Lodi, and Ymir Vigfusson

9 Collaborative Attack Detection Using Distributed Hash Tables . . . 175

Enrico Angori, Michele Colajanni, Mirco Marchetti, and Michele Messori

Glossary 203

Index 219


