The ultimate in-depth reference

== Microsoft

Hundreds of timesaving solutions

Supremely well-organized, packed
with expert advice

'Microsoft 365
Administration

Inswde OUT

nird Edition

Aaron Guilmette ¢ Darryl Kegg < Ed Fisher


https://www.pearson.de/9780137908974

Microsoft

Microsoft 365
Administration Inside Out,
Third Edition

Aaron Guilmette
Darryl Kegg
Ed Fisher


https://www.pearson.de/9780137908974

Microsoft 365 Administration Inside Out

Table of Contents

Cover

Title Page

Copyright Page
Contents at a Glance
Table of Contents
About the Authors

Introduction
Who this book is for

Conventions
Text conventions
Book features

Acknowledgments
Errata, updates, & book support
Stay in touch

Chapter 1 Jumping into the cloud
Getting started
Which plan is best for me?
Picking a tenant name
Adding your domain name to your tenant
Delegating access to your tenant
Should | deploy in hybrid mode?
Exchange Hybrid

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

SharePoint Hybrid
Is your Exchange environment ready?
Physical Exchange Server infrastructure
Mail routing
Mailboxes
Load balancers, network configurations, proxy servers, and firewall rules
Is your directory ready?
User readiness
Forests and domains
Stale users
Are your users ready?
UPN versus email address
Multi-forest environments
Office versions
Updates
Mailbox cleanup
Scheduling
The Global Address List
Replying to old emails
Whats next?
Chapter 2 Preparing your environment for the cloud

Setting up your subscription
Finding your tenant name

Assigning administrators

Configuring DNS, firewalls, and proxy servers
Public DNS records
Firewall configurations

Proxy servers

Preparing your directories

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Updating and deploying client software
Installing Microsoft 365 Apps
Activation
Synchronizing your users
Licensing your users
Group-based licensing
PowerShell licensing
Manual license assignment
Whats next?

Chapter 3 Governance concepts

Identity and access management concepts
Identity lifecycle
Access management lifecycle

Governance for core workloads and features
Azure Active Directory
Exchange Online
SharePoint Online
Microsoft Teams
Retention and data security
eDiscovery

Governance controls
Azure AD
Exchange Online
SharePoint Online
Microsoft Teams
Retention and data security
eDiscovery

Whats next?

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Chapter 4 Compliance Manager
Your organizations compliance score
Understanding improvement actions
Types of improvement actions
Assigning permissions
Conducting an assessment
Creating an assessment
Reviewing controls and actions
Updating improvement actions
Working with alerts
Whats next?

Chapter 5 Secure Score
Overview
Assessing your security posture
Prioritizing improvements in your security posture
Reporting on your security posture
Whats next?

Chapter 6 Labels, retention, and eDiscovery
Data governance concepts
Sensitive information types
Classifiers
Labels
Data loss prevention
Retention
Records

Data governance scenarios
Sensitivity labels

Retention labels

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Retention policies

Data loss prevention policies
Records search

Audit log search

Content search

eDiscovery
Whats next?

Chapter 7 Enterprise Mobility + Security
Overview
Identity and access management

Simplified access management and security

Multifactor authentication

Conditional access

Risk-based access

Advanced security reporting

Privileged Identity Management
Endpoint management

Mobile application management

Advanced Microsoft Office 365 data protection

Integrated PC management

Integrated on-premises management
Information protection

Persistent data protection

Intelligent data classification and labeling

Document tracking and revocation

Encryption key management
Identity-driven security

Microsoft Advanced Threat Analytics

Microsoft Cloud App Security

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Microsoft Defender for Identity
Whats next?

Chapter 8 Security features of Enterprise Mobility + Security
Securing identity
Microsoft Defender for Identity
Ensure your hardware is up to the task
Make sure the required connectivity is in place
Create the service account
Create your MDI instance
Monitoring your environment
Multifactor authentication
Conditional Access
Risk-based Conditional Access
Securing devices
Mobile Device Management
Mobile Application Management
Getting started with Intune
Whats next?

Chapter 9 ldentity and authentication planning
Identity types
Synchronized identities
Cloud identities
Guest identities
User authentication
Password
Password policy
Identity federation
Whats next?

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Chapter 10 Installing AAD Connect
The Custom and Express installation experiences

Express installation
Custom installation
Selecting your authentication method
Password synchronization
Connecting to your directories
The UserPrincipalName and SourceAnchor attributes
Domain and OU filtering
Uniquely identifying your users
User matching
Important notes about GalSync and AAD Connect
SamAccountName and MailNickname
Custom join attribute selection
Source Anchor
Filter users and devices
Optional features
Group Writeback
Device Writeback
Directory Extension Attribute Sync
Finalizing the installation
Configuration complete
When should you start synchronizing?
Starting synchronization
Staging Modeyour ace in the hole
Whats next?

Chapter 11 Azure AD Cloud Sync
Azure AD Cloud Sync

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Device synchronization and hybrid Azure AD Join
Pass-through authentication

Writeback

Directory extensions

Custom attribute flows and rule editing
SourceAnchor

Installing Azure AD Cloud Sync

Configuring Azure AD Cloud Sync
Deleting attribute mappings
Editing attribute mappings
Adding attribute mappings
Additional complex mapping examples
Decompressing
Using the Expression Builder
Provisioning a user (the validate step)
Notification and deletion protection
Enabling the configuration
Moving from Azure AD Connect to Azure AD Cloud Sync

Whats next?

Chapter 12 Advanced Azure AD scenarios
Migrations and the SourceAnchor
What does mS-DS-ConsistencyGuid support add to the configuration?
Performing migrations
UserPrincipalName
Email address and Exchange attributes
Group and user SIDs
Microsoft options for cross-forest migrations
Additional Azure AD Connect considerations
Password Writeback

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Requirements
Enabling Password Writeback

Precedence
Whats next?
Chapter 13 Azure Automation

Azure Automation concepts
Runbooks
Hybrid Runbook Worker
Authentication
Webhooks
Configuring authentication
Microsoft 365 service account
Azure Automation account
Creating a PowerShell runbook
Prepare an Exchange Online script
Creating a runbook with a script
Testing a PowerShell runbook
Publishing a runbook
Whats next?
Chapter 14 Exchange Online overview
Exchange Online deployment concepts
Recipients
Mail routing

Autodiscover
Migration and coexistence methodologies

Exchange and Active Directory on-premises environment
Active Directory versions and configuration

Autodiscover

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Certificates

Exchange versions, service packs, cumulative updates, and rollups

Exchange Best Practices Analyzer

IDFix

SSL offloading

Windows updates
Recipients

Contacts

Mailboxes

Mail-enabled users
Groups

Dynamic distribution groups

Microsoft 365 groups

Permissions and delegation

Public folders
Mail routing

Data loss prevention

Message encryption

Message hygiene
Networking

Bandwidth

Firewall

Load balancing

Proxy

DNS

Network security appliances

Things that dont migrate
Additional tools

Remote Connectivity Analyzer

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Exchange Deployment Assistant
Whats next?

Chapter 15 Exchange Online hybrid planning and deployment
Overview of Exchange Online hybrid features
Planning

General
Autodiscover
Azure Active Directory Connect
Cross-premises access and delegation
DNS
Email address policies and proxy addresses
Exchange Server Deployment Assistant
Exchange server versions
Free/busy and hybrid authentication
Message sizes
Mail transport
Networking
Public folders
Office 365 Hybrid Configuration Wizard
Overview
Prerequisites
Installing the Office 365 Hybrid Configuration Wizard
Running the Office 365 Hybrid Configuration Wizard
Rerunning the Hybrid Configuration Wizard
Troubleshooting
Mailbox provisioning
Decommissioning the hybrid environment
Whats next?

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Chapter 16 Migrating mailboxes to Exchange Online
Migration endpoints
Migration batches
Onboarding
Offboarding
Troubleshooting
Whats next?
Chapter 17 Migrating public folders to Exchange Online
Exchange Online prerequisites
Configuring hybrid public folders
On-premises public folders
Public folder migration
Exchange 2007 or Exchange 2010
Exchange 2013 or later
Post-migration configuration
Exchange Online public folder location
Exchange Online mail-enabled public folder routing
Exchange Online mail-enabled public folder external email address
Exchange on-premises mail routing domain
Exchange on-premises public folder migration complete
Apply Send-As permissions
Apply Grant-Send-On-Behalf-To permissions
Troubleshooting
Active Directory Operation Failed. The Object Already Exists
Exceeded Maximum Number Of Corrupted ltems
Subscription Couldnt Be Loaded
Make Sure Public Folder Access Is Locked

No Such Request Exists

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Public Folder /Path Could Not Be Mail-Enabled
Public Folders Could Not Be Mail-Enabled

Whats next?

Chapter 18 Managing Exchange Online
Exchange admin center
Recipient management
Mailboxes
Mail-enabled users
Contacts
Distribution groups
Restricting delivery
Transport
Connectors
Transport rules
Central mail transport
Manage IP filtering lists
Enhanced filtering for connectors
Message trace
Migration of transport settings between Office 365 tenants
Migration of transport rules collections
DKIM
Spam, phish, and malware filtering
Malware filter
Phish filter
Spam filter
Quarantine
Outbound spam

Blocked accounts

Organization management

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Organization relationships

Sharing policies
Hybrid management

Provisioning remote mailboxes

Updating domains in a hybrid configuration
Whats next?

Chapter 19 Microsoft Teams overview

Architecture
Identity
Files
Messaging and chat services
Connectors
Voicemail
Recording
Calendars and meetings
Contacts
Other components
Architecture deep dive
Microsoft 365 groups
Teams
User interface
Menu bar
App bar
List pane
Main content area

Exploring the App bar
Whats next?

Chapter 20 Meetings, webinars, and live events

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Meetings
Types
Webinars
Administration
Live events
Live events policies
Live events settings
Integrated services
Configuring Teams Live events with external production
Whats next?

Chapter 21 Phone system planning

Overview of Teams Phone concepts
Teams Phone concepts and terminology
Calling features

Choosing an architecture
Calling Plans for Microsoft 365
Direct Routing
Operator Connect

Planning network requirements
Network requirements
Bandwidth requirements
Ports
Network endpoints
Split-tunnel VPN
Quality of Service

Best practices and additional network tools
Verify all required outbound network ports
Bypass encryption and other filtering devices
Microsoft Teams Network Assessment Tool

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Network Planner for Teams
Microsoft 365 Network Connectivity Test
Call Quality Dashboard Report

Whats next?

Chapter 22 Phone System configuration
Prerequisites
Emergency dialing
Define networks
Configure Location Information Service
Configure emergency policies
Test the emergency location configuration
Phone numbers
Obtain phone numbers
Assign phone numbers
Communications credits
Teams voice policies
Calling restrictions
Calling policies
Call parking policies
Caller ID policies
Voicemail policies
Whats next?

Chapter 23 Phone System advanced features

Resource accounts
Microsoft Teams advanced calling feature resource accounts
Microsoft Teams Room resource accounts

Holidays
Call queues

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Configure call queue prerequisites
Configure a call queue
Voice-enabled channels

Auto attendants
Configure auto attendant prerequisites
Configure an auto attendant
Check auto attendant voicemail

Whats next?

Chapter 24 Managing Teams
Microsoft 365 Groups and Teams component architecture
Collaboration management
Access control planes
Channel controls
Troubleshooting
This link wont work for people outside your organization
We ran into an issue. Please try again later
Your organization does not allow collaboration with the domain of the user youre
inviting
Due to admin policy, you cant add external people to the channel
Whats next?

Chapter 25 SharePoint Online
SharePoint Online concepts
SharePoint Online capacities

Overall service limits

Individual service plan limits

SharePoint Online features
OneDrive for Business
Office Online

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Delve

Yammer

Enterprise search

SharePoint Store apps

Business Connectivity Services
SharePoint Online hybrid

Whats next?

Chapter 26 SharePoint Online planning and deployment

Planning a modern site architecture
Planning sites and hubs
Planning navigation

Designing site collection structure
Determining site taxonomy and topology
Determining site users

Planning and configuring site and guest access
How external sharing works
Planning and configuring sharing and site access
Planning security options

Whats next?

Chapter 27 SharePoint Online Hybrid configuration
Planning
General
OneDrive for Business
Search
Taxonomy
App launcher

Business-to-business extranet

Configuration

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Set up SharePoint services for hybrid integration
OneDrive for Business and Hybrid Sites

Hybrid search

Hybrid taxonomy

App launcher

Business-to-business extranet

Whats next?

Chapter 28 Migrating data to SharePoint Online
Inventorying data sources and mapping destinations
What data is being migrated?
Where should it go?
What cant be migrated?
Choosing the migration tools
Planning for requirements and prerequisites
SharePoint Online planning and prerequisites
Network planning and prerequisites
Scanning content
Generating an identity map
Scanning SharePoint content
Customizing the SMAT scanning process
Resolving blocking issues
Planning for content that cannot be migrated
Migrating data with SharePoint Migration Tool (SPMT)
Whats next?

Index

Chapter 29 SharePoint Online management
Sites
Policies

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Sharing
Access control
Settings
Content services
Term Store
Content Type Gallery
Migration
Reports
Content Services
Data access governance
Advanced
More Features
Term Store
User profiles
Search
Apps
Business Connectivity Services
Secure Store
Records management
Infopath
Hybrid Picker
Whats next?

Chapter 30 OneDrive for Business
Accessing OneDrive for Business
OneDrive sync client for Windows
OneDrive sync client for Mac OS X
Collaborating with OneDrive for Business
Sharing documents and folders

@ Pearson


https://www.pearson.de/9780137908974

Table of Contents

Coauthoring
Document versioning

Deploying OneDrive for Business to your users
Group Policy

Manage OneDrive for Business

Troubleshooting
Index


https://www.pearson.de/9780137908974

