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The fundamental TDD process is shown in Figure 8.9. The steps in the process
are as follows:

1. You start by identifying the increment of functionality that is required. This
should normally be small and implementable in a few lines of code.

2. You write a test for this functionality and implement it as an automated test.
This means that the test can be executed and will report whether or not it has
passed or failed.

3. You then run the test, along with all other tests that have been implemented.
Initially, you have not implemented the functionality so the new test will fail.
This is deliberate as it shows that the test adds something to the test set.

4. You then implement the functionality and re-run the test. This may involve
refactoring existing code to improve it and add new code to what’s already there.

5. Once all tests run successfully, you move on to implementing the next chunk of
functionality.

An automated testing environment, such as the JUnit environment that supports
Java program testing (Tahchiev et al. 2010) is essential for TDD. As the code is
developed in very small increments, you have to be able to run every test each time
that you add functionality or refactor the program. Therefore, the tests are embedded
in a separate program that runs the tests and invokes the system that is being tested.
Using this approach, you can run hundreds of separate tests in a few seconds.

Test-driven development helps programmers clarify their ideas of what a code
segment is actually supposed to do. To write a test, you need to understand what is
intended, as this understanding makes it easier to write the required code. Of course,
if you have incomplete knowledge or understanding, then TDD won’t help.

If you don’t know enough to write the tests, you won’t develop the required code.
For example, if your computation involves division, you should check that you are
not dividing the numbers by zero. If you forget to write a test for this, then the check-
ing code will never be included in the program.

As well as better problem understanding, other benefits of test-driven development are:

1. Code coverage In principle, every code segment that you write should have at
least one associated test. Therefore, you can be confident that all of the code in
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the system has actually been executed. Code is tested as it is written, so defects
are discovered early in the development process.

2. Regression testing A test suite is developed incrementally as a program is devel-
oped. You can always run regression tests to check that changes to the program
have not introduced new bugs.

3. Simplified debugging When a test fails, it should be obvious where the prob-
lem lies. The newly written code needs to be checked and modified. You do
not need to use debugging tools to locate the problem. Reports of the use of
TDD suggest that it is hardly ever necessary to use an automated debugger in
test-driven development (Martin 2007).

4.  System documentation The tests themselves act as a form of documentation that
describe what the code should be doing. Reading the tests can make it easier to
understand the code.

One of the most important benefits of TDD is that it reduces the costs of regres-
sion testing. Regression testing involves running test sets that have successfully
executed after changes have been made to a system. The regression test checks that
these changes have not introduced new bugs into the system and that the new code
interacts as expected with the existing code. Regression testing is expensive and
sometimes impractical when a system is manually tested, as the costs in time and
effort are very high. You have to try to choose the most relevant tests to re-run and it
is easy to miss important tests.

Automated testing dramatically reduces the costs of regression testing. Existing
tests may be re-run quickly and cheaply. After making a change to a system in test-
first development, all existing tests must run successfully before any further func-
tionality is added. As a programmer, you can be confident that the new functionality
that you have added has not caused or revealed problems with existing code.

Test-driven development is of most value in new software development where
the functionality is either implemented in new code or by using components from
standard libraries. If you are reusing large code components or legacy systems, then
you need to write tests for these systems as a whole. You cannot easily decompose
them into separate testable elements. Incremental test-driven development is imprac-
tical. Test-driven development may also be ineffective with multithreaded systems.
The different threads may be interleaved at different times in different test runs, and
so may produce different results.

If you use TDD, you still need a system testing process to validate the system,
that is, to check that it meets the requirements of all of the system stakeholders.
System testing also tests performance, reliability, and checks that the system does
not do things that it shouldn’t do, such as produce unwanted outputs. Andrea (Andrea
2007) suggests how testing tools can be extended to integrate some aspects of sys-
tem testing with TDD.

Test-driven development is now a widely used and mainstream approach to soft-
ware testing. Most programmers who have adopted this approach are happy with it
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and find it a more productive way to develop software. It is also claimed that use of
TDD encourages better structuring of a program and improved code quality.
However, experiments to verify this claim have been inconclusive.

B XY Release testing

8.3.1

Release testing is the process of testing a particular release of a system that is intended
for use outside of the development team. Normally, the system release is for customers
and users. In a complex project, however, the release could be for other teams that are
developing related systems. For software products, the release could be for product
management who then prepare it for sale.

There are two important distinctions between release testing and system testing
during the development process:

1. The system development, team should not be responsible for release testing.

2. Release testing is a process of validation checking to ensure that a system meets
its requirements and is good enough for use by system customers. System test-
ing by the development team should focus on discovering bugs in the system
(defect testing).

The primary goal of the release testing process is to convince the supplier of the
system that it is good enough for use. If so, it can be released as a product or deliv-
ered to the customer. Release testing, therefore, has to show that the system delivers
its specified functionality, performance, and dependability, and that it does not fail
during normal use.

Release testing is usually a black-box testing process whereby tests are derived
from the system specification. The system is treated as a black box whose behavior
can only be determined by studying its inputs and the related outputs. Another name
for this is functional testing, so-called because the tester is only concerned with
functionality and not the implementation of the software.

Requirements-based testing

A general principle of good requirements engineering practice is that require-
ments should be testable. That is, the requirement should be written so that a test
can be designed for that requirement. A tester can then check that the require-
ment has been satisfied. Requirements-based testing, therefore, is a systematic
approach to test-case design where you consider each requirement and derive a
set of tests for it. Requirements-based testing is validation rather than defect
testing—you are trying to demonstrate that the system has properly implemented
its requirements.
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8.3.2

For example, consider the following Mentcare system requirements that are con-
cerned with checking for drug allergies:

If a patient is known to be allergic to any particular medication, then prescrip-
tion of that medication shall result in a warning message being issued to the
System user.

If a prescriber chooses to ignore an allergy warning, he or she shall provide
a reason why this has been ignored.

To check if these requirements have been satisfied, you may need to develop sev-
eral related tests:

1. Set up a patient record with no known allergies. Prescribe medication for aller-
gies that are known to exist. Check that a warning message is not issued by the
system.

2. Set up a patient record with a known allergy. Prescribe the medication that the
patient is allergic to and check that the warning is issued by the system.

3. Set up a patient record in which allergies to two or more drugs are recorded.
Prescribe both of these drugs separately and check that the correct warning for
each drug is issued.

4. Prescribe two drugs that the patient is allergic to. Check that two warnings are
correctly issued.

5. Prescribe a drug that issues a warning and overrule that warning. Check that the
system requires the user to provide information explaining why the warning was
overruled.

You can see from this list that testing a requirement does not mean just writing a
single test. You normally have to write several tests to ensure that you have coverage
of the requirement. You should also keep traceability records of your requirements-
based testing, which link the tests to the specific requirements that you have tested.

Scenario testing

Scenario testing is an approach to release testing whereby you devise typical sce-
narios of use and use these scenarios to develop test cases for the system. A scenario
is a story that describes one way in which the system might be used. Scenarios
should be realistic, and real system users should be able to relate to them. If you have
used scenarios or user stories as part of the requirements engineering process
(described in Chapter 4), then you may be able to reuse them as testing scenarios.
In a short paper on scenario testing, Kaner (Kaner 2003) suggests that a scenario
test should be a narrative story that is credible and fairly complex. It should moti-
vate stakeholders; that is, they should relate to the scenario and believe that it is


https://www.pearson.de/9781292096148

8.3 = Release testing 247

George is a nurse who specializes in mental health care. One of his responsibilities is to visit patients at home
to check that their treatment is effective and that they are not suffering from medication side effects.

On a day for home visits, George logs into the Mentcare system and uses it to print his schedule of home
visits for that day, along with summary information about the patients to be visited. He requests that the records
for these patients be downloaded to his laptop. He is prompted for his key phrase to encrypt the records on the
laptop.

One of the patients whom he visits is Jim, who is being treated with medication for depression. Jim feels
that the medication is helping him but believes that it has the side effect of keeping him awake at night. George
looks up Jim's record and is prompted for his key phrase to decrypt the record. He checks the drug prescribed
and queries its side effects. Sleeplessness is a known side effect, so he notes the problem in Jim's record and
suggests that he visit the clinic to have his medication changed. Jim agrees, so George enters a prompt to call
him when he gets back to the clinic to make an appointment with a physician. George ends the consultation,
and the system re-encrypts Jim's record.

After finishing his consultations, George returns to the clinic and uploads the records of patients visited to
the database. The system generates a call list for George of those patients whom he has to contact for follow-up
information and make clinic appointments.

:tlg:lyr?o?-tm A user important that the system passes the test. He also suggests that it should be easy to

Mentcare system evaluate. If there are problems with the system, then the release testing team should
recognize them.
As an example of a possible scenario from the Mentcare system, Figure 8.10
describes one way that the system may be used on a home visit. This scenario tests a
number of features of the Mentcare system:

1. Authentication by logging on to the system.

Downloading and uploading of specified patient records to a laptop.
Home visit scheduling.

Encryption and decryption of patient records on a mobile device.
Record retrieval and modification.

Links with the drugs database that maintains side-effect information.

N R v

The system for call prompting.

If you are a release tester, you run through this scenario, playing the role of
George and observing how the system behaves in response to different inputs. As
George, you may make deliberate mistakes, such as inputting the wrong key phrase
to decode records. This checks the response of the system to errors. You should care-
fully note any problems that arise, including performance problems. If a system is
too slow, this will change the way that it is used. For example, if it takes too long to
encrypt a record, then users who are short of time may skip this stage. If they then
lose their laptop, an unauthorized person could then view the patient records.

When you use a scenario-based approach, you are normally testing several require-
ments within the same scenario. Therefore, as well as checking individual requirements,
you are also checking that combinations of requirements do not cause problems.
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8.3.3 Performance testing

Once a system has been completely integrated, it is possible to test for emergent
properties, such as performance and reliability. Performance tests have to be
designed to ensure that the system can process its intended load. This usually
involves running a series of tests where you increase the load until the system perfor-
mance becomes unacceptable.

As with other types of testing, performance testing is concerned both with dem-
onstrating that the system meets its requirements and discovering problems and
defects in the system. To test whether performance requirements are being achieved,
you may have to construct an operational profile. An operational profile (see Chapter 11)
is a set of tests that reflect the actual mix of work that will be handled by the system.
Therefore, if 90% of the transactions in a system are of type A, 5% of type B, and the
remainder of types C, D, and E, then you have to design the operational profile so
that the vast majority of tests are of type A. Otherwise, you will not get an accurate
test of the operational performance of the system.

This approach, of course, is not necessarily the best approach for defect testing.
Experience has shown that an effective way to discover defects is to design tests
around the limits of the system. In performance testing, this means stressing the sys-
tem by making demands that are outside the design limits of the software. This is
known as stress testing.

Say you are testing a transaction processing system that is designed to process up
to 300 transactions per second. You start by testing this system with fewer than
300 transactions per second. You then gradually increase the load on the system
beyond 300 transactions per second until it is well beyond the maximum design load
of the system and the system fails.

Stress testing helps you do two things:

1. Test the failure behavior of the system. Circumstances may arise through an
unexpected combination of events where the load placed on the system exceeds
the maximum anticipated load. In these circumstances, system failure should
not cause data corruption or unexpected loss of user services. Stress testing
checks that overloading the system causes it to “fail-soft” rather than collapse
under its load.

2. Reveal defects that only show up when the system is fully loaded. Although it can
be argued that these defects are unlikely to cause system failures in normal use, there
may be unusual combinations of circumstances that the stress testing replicates.

Stress testing is particularly relevant to distributed systems based on a network of
processors. These systems often exhibit severe degradation when they are heavily
loaded. The network becomes swamped with coordination data that the different
processes must exchange. The processes become slower and slower as they wait for
the required data from other processes. Stress testing helps you discover when the
degradation begins so that you can add checks to the system to reject transactions
beyond this point.
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