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Figure 3-28. DOCSIS Frame to codeword mapping.

DOCSIS 3.0). On the other hand, a DOCSIS 3.1 modem can bond across channels
of multiple types (e.g., a DOCSIS 3.1 modem could bond one 192 MHz OFDM
channel and four 6-MHZ SC-QAM channels).

3.6 SUMMARY

The task of the data link layer is to convert the raw bit stream offered by the
physical layer into a stream of frames for use by the network layer. The link layer
can present this stream with varying levels of reliability, ranging from con-
nectionless, unacknowledged service to reliable, connection-oriented service.

Various framing methods are used, including byte count, byte stuffing, and bit
stuffing. Data link protocols can provide error control to detect or correct damaged
frames and to retransmit lost frames. To prevent a fast sender from overrunning a
slow receiver, the data link protocol can also provide flow control. The sliding
window mechanism is widely used to integrate error control and flow control in a
simple way. When the window size is 1 packet, the protocol is stop-and-wait.

Codes for error correction and detection add redundant information to mes-
sages by using a variety of mathematical techniques. Convolutional codes and
Reed-Solomon codes are widely deployed for error correction, with low-density
parity check codes increasing in popularity. The codes for error detection that are
used in practice include cyclic redundancy checks and checksums. All these codes
can be applied at the link layer, as well as at the physical layer and higher layers.

We examined a series of protocols that provide a reliable link layer using ac-
knowledgements and retransmissions, or ARQ (Automatic Repeat reQuest), under
more realistic assumptions. Starting from an error-free environment in which the
receiver can handle any frame sent to it, we introduced flow control, followed by
error control with sequence numbers and the stop-and-wait algorithm. Then we
used the sliding window algorithm to allow bidirectional communication and intro-
duce the concept of piggybacking. The last two protocols pipeline the transmis-
sion of multiple frames to prevent the sender from blocking on a link with a long
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propagation delay. The receiver can either discard all frames other than the next
one in sequence, or buffer out-of-order frames and send negative acknowledge-
ments for greater bandwidth efficiency. The former strategy is a go-back-n proto-
col, and the latter strategy is a selective repeat protocol.

The Internet uses PPP as the main data link protocol over point-to-point lines.
It provides a connectionless unacknowledged service, using flag bytes to delimit
frames and a CRC for error detection. It is used to carry packets across a range of
links, including SONET links in wide area networks and ADSL links for the home.
DOCSIS is used when Internet service is provided over the existing cable TV net-
work.

PROBLEMS

1. Ethernet uses a preamble in combination with a byte count to separate the frames.
What happens if a user tries to send data that contains this preamble?

2. The following character encoding is used in a data link protocol:
A:01000111  B:11100011  FLAG: 01111110 ESC: 11100000
Show the bit sequence transmitted (in binary) for the four-character frame A B ESC
FLAG when each of the following framing methods is used:

(a) Byte count.
(b) Flag bytes with byte stuffing.
(c) Starting and ending flag bytes with bit stuffing.

3. The following data fragment occurs in the middle of a data stream for which the
byte-stuffing algorithm described in the text is used: A B ESC C ESC FLAG FLAG D.
What is the output after stuffing?

4. What is the maximum overhead in byte-stuffing algorithm?

5. You receive the following data fragment: A ESC FLAG A B A FLAG FLAG C B ESC
FLAG ESC ESC ESC FLAG FLAG. You know that the protocol uses byte stuffing.
Show the contents of each frame after destuffing.

6. You receive the following data fragment: 0110 0111 1100 1111 0111 1101. You know
that the protocol uses bit stuffing. Show the data after destuffing.

7. One of your classmates, Scrooge, has pointed out that it is wasteful to end each frame
with a flag byte and then begin the next one with a second flag byte. One flag byte
could do the job as well, and a byte saved is a byte earned. Do you agree?

8. A bit string, 0111101111101111110, needs to be transmitted at the data link layer.
What is the string actually transmitted after bit stuffing?

9. An upper-layer packet is split into 10 frames, each of which has an 80% chance of arri-
ving undamaged. If no error control is done by the data link protocol, how many times
must the message be sent on average to get the entire thing through?
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Can you think of any circumstances under which an open-loop protocol (e.g., a Ham-
ming code) might be preferable to the feedback-type protocols discussed throughout
this chapter?

To provide more reliability than a single parity bit can give, an error-detecting coding
scheme uses one parity bit for checking all the odd-numbered bits and a second parity
bit for all the even-numbered bits. What is the Hamming distance of this code?

Sixteen-bit messages are transmitted using a Hamming code. How many check bits
are needed to ensure that the receiver can detect and correct single-bit errors? Show
the bit pattern transmitted for the message 1101001100110101. Assume that even par-
ity is used in the Hamming code.

An 8-bit byte with binary value 10101111 is to be encoded using an even-parity Ham-
ming code. What is the binary value after encoding?

A 12-bit Hamming code whose hexadecimal value is OXE4F arrives at a receiver. What
was the original value in hexadecimal? Assume that not more than 1 bit is in error.

One way of detecting errors is to transmit data as a block of n rows of k bits per row
and add parity bits to each row and each column. The bit in the lower-right corner is a
parity bit that checks its row and its column. Will this scheme detect all single errors?
Double errors? Triple errors? Show that this scheme cannot detect some four-bit er-
rors.

Suppose that data are transmitted in blocks of 1000 bits. What is the maximum error
rate under which error detection and retransmission mechanism (1 parity bit per block)
is better than using Hamming code? Assume that bit errors are independent of one an-
other and no bit error occurs during retransmission.

A block of bits with n rows and k columns uses horizontal and vertical parity bits for
error detection. Suppose that exactly 4 bits are inverted due to transmission errors.
Derive an expression for the probability that the error will be undetected.

Using the convolutional coder of Fig. 3-7, what is the output sequence when the input
sequence is 10101010 (left to right) and the internal state is initially all zero?

Suppose that a message 1001 1100 1010 0011 is transmitted using the Internet Check-
sum (4-bit word). What is the value of the checksum?

What is the remainder obtained by dividing x” + x> + 1 by the generator polynomial
3
X7+ 1?7

A bit stream 10011101 is transmitted using the standard CRC method described in the
text. The generator polynomial is x* + 1. Show the actual bit string transmitted. Sup-
pose that the third bit from the left is inverted during transmission. Show that this error
is detected at the receiver’s end. Give an example of bit errors in the bit string trans-
mitted that will not be detected by the receiver.

A 1024-bit message is sent that contains 992 data bits and 32 CRC bits. CRC is com-
puted using the IEEE 802 standardized, 32-degree CRC polynomial. For each of the
following, explain whether the errors during message transmission will be detected by
the receiver:

(a) There was a single-bit error.
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(b) There were two isolated bit errors.
(c) There were 18 isolated bit errors.
(d) There were 47 isolated bit errors.
(e) There was a 24-bit long burst error.
(f) There was a 35-bit long burst error.

In the discussion of ARQ protocol in Section 3.3.3, a scenario was outlined that re-
sulted in the receiver accepting two copies of the same frame due to a loss of acknowl-
edgement frame. Is it possible that a receiver may accept multiple copies of the same
frame when none of the frames (message or acknowledgement) are lost?

A channel has a bit rate of 4 kbps and a propagation delay of 20 msec. For what range
of frame sizes does stop-and-wait give an efficiency of at least 50%?

In protocol 3, is it possible for the sender to start the timer when it is already running?
If so, how might this occur? If not, why is it impossible?

A 3000-km-long T1 trunk is used to transmit 64-byte frames using protocol 5. If the
propagation speed is 6 usec/km, how many bits should the sequence numbers be?

Imagine a sliding window protocol using so many bits for sequence numbers that
wraparound never occurs. What relations must hold among the four window edges and
the window size, which is constant and the same for both the sender and the receiver?

If the procedure between in protocol 5 checked for the condition a < b < ¢ instead of
the condition a < b < ¢, would that have any effect on the protocol’s correctness or ef-
ficiency? Explain your answer.

In protocol 6, when a data frame arrives, a check is made to see if the sequence number
differs from the one expected and no_nak is true. If both conditions hold, a NAK is
sent. Otherwise, the auxiliary timer is started. Suppose that the else clause were omit-
ted. Would this change affect the protocol’s correctness?

Suppose that the three-statement while loop near the end of protocol 6 was removed
from the code. Would this affect the correctness of the protocol or just the per-
formance? Explain your answer.

The distance from earth to a distant planet is approximately 9 x 10'® m. What is the
channel utilization if a stop-and-wait protocol is used for frame transmission on a 64
Mbps point-to-point link? Assume that the frame size is 32 KB and the speed of light
is 3 x 10° mys.

In the previous problem, suppose a sliding window protocol is used instead. For what
send window size will the link utilization be 100%? You may ignore the protocol
processing times at the sender and the receiver.

In protocol 6, the code for frame_arrival has a section used for NAKs. This section is
invoked if the incoming frame is a NAK and another condition is met. Give a scenario
where the presence of this other condition is essential.

Consider the operation of protocol 6 over a 1-Mbps error-free line. The maximum
frame size is 1000 bits. New packets are generated 1 second apart. The timeout inter-
val is 10 msec. If the special acknowledgement timer were eliminated, unnecessary
timeouts would occur. How many times would the average message be transmitted?
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In protocol 6, MAX_SEQ =2" — 1. While this condition is obviously desirable to
make efficient use of header bits, we have not demonstrated that it is essential. Does
the protocol work correctly for MAX_SEQ = 4, for example?

Frames of 1000 bits are sent over a 1-Mbps channel using a geostationary satellite
whose propagation time from the earth is 270 msec. Acknowledgements are always
piggybacked onto data frames. The headers are very short. Three-bit sequence num-
bers are used. What is the maximum achievable channel utilization for

(a) Stop-and-wait?
(b) Protocol 5?
(c) Protocol 6?

Consider a protocol that uses piggybacking, a sending window size of 4, and 400-bit
frames. This protocol is used to transfer data over a 200 kbps channel with a 4 msec
one-way propagation delay. Unfortunately, the receiver has no data to send back. It
needs to send its acknowledgements in separate frames. What is the maximum amount
of time the receiver can wait before sending, such that the bandwidth efficiency does
not drop below 50%?

Compute the fraction of the bandwidth that is wasted on overhead (headers and re-
transmissions) for protocol 6 on a heavily loaded 50-kbps satellite channel with data
frames consisting of 40 header and 3960 data bits. Assume that the signal propagation
time from the earth to the satellite is 270 msec. ACK frames never occur. NAK frames
are 40 bits. The error rate for data frames is 1%, and the error rate for NAK frames is
negligible. The sequence numbers are 8 bits.

Consider an error-free 64-kbps satellite channel used to send 512-byte data frames in
one direction, with very short acknowledgements coming back the other way. What is
the maximum throughput for window sizes of 1, 7, 15, and 127? The earth-satellite
propagation time is 270 msec.

A 100-km-long cable runs at the T1 data rate. The propagation speed in the cable is
2/3 the speed of light in vacuum. How many bits fit in the cable?

Give at least one reason why PPP uses byte stuffing instead of bit stuffing to prevent
accidental flag bytes within the payload from causing confusion.

What is the minimum overhead to send an IP packet using PPP? Count only the over-
head introduced by PPP itself, not the IP header overhead. What is the maximum over-
head?

A 100-byte IP packet is transmitted over a local loop using ADSL protocol stack. How
many ATM cells will be transmitted? Briefly describe their contents.

The goal of this lab exercise is to implement an error-detection mechanism using the
standard CRC algorithm described in the text. Write two programs, generator and
verifier. The generator program reads from standard input a line of ASCII text con-
taining an n-bit message consisting of a string of Os and 1s. The second line is the k-
bit polynomial, also in ASCII. It outputs to standard output a line of ASCII text with
n + k Os and 1s representing the message to be transmitted. Then it outputs the poly-
nomial, just as it read it in. The verifier program reads in the output of the generator
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program and outputs a message indicating whether it is correct or not. Finally, write a
program, alter, that inverts 1 bit on the first line depending on its argument (the bit
number counting the leftmost bit as 1) but copies the rest of the two lines correctly. By
typing

generator <file | verifier
you should see that the message is correct, but by typing

generator <file | alter arg | verifier

you should get the error message.


https://www.pearson.de/9781292374017

