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In addition to the wealth of updated content, this new edition includes a series of free hands-on exercises
to help you master several real-world configuration and troubleshooting activities. These exercises
can be performed on the CCENT/CCNA ICND1 100-105 Network Simulator Lite software included for
free on the DVD or companion web page that accompanies this book. This software, which simulates
the experience of working on actual Cisco routers and switches, contains the following 24 free lab
exercises, covering all the topics in Part Il, the first hands-on configuration section of the book:

1. Configuring Hostnames
2. Configuring Local Usernames
3. Configuring Switch IP Settings
4. Interface Settings |
5. Interface Settings I
6. Interface Settings IlI
7. Interface Status |
8. Interface Status Il
9. Interface Status Il
10. Interface Status IV
11. Setting Switch Passwords
12. Switch CLI Configuration Process |
13. Switch CLI Configuration Process Il
14. Switch CLI Exec Mode
15. Switch Forwarding |
16. Switch IP Address
17. Switch IP Connectivity |
18. Switch Security |
19. Switch Security Il
20. Switch Security Il
21. Switch Security IV
22. Switch Security Configuration Scenario
23. Switch Interfaces and Forwarding Configuration Scenario
24. Port Security Troubleshooting Scenario
If you are interested in exploring more hands-on labs and practicing configuration and
troubleshooting with more router and switch commands, see the special 50% discount offer in the
coupon code included in the sleeve in the back of this book.
Windows system requirements (minimum):
m Windows 10 (32/64 bit), Windows 8.1 (32/64 bit), or Windows 7 (32/64 bit)
1 gigahertz (GHz) or faster 32-bit (x86) or 64-bit (x64) processor
1 GB RAM (32-bit) or 2 GB RAM (64-bit)
16 GB available hard disk space (32-bit) or 20 GB (64-bit)
DirectX 9 graphics device with WDDM 1.0 or higher driver
Adobe Acrobat Reader version 8 and above

Mac system requirements (minimum)
0S X 10.11,10.10, 10.9, or 10.8
Intel core Duo 1.83 GHz
512 MB RAM (1 GB recommended)
1.5 GB hard disk space
32-bit color depth at 1024x768 resolution

Adobe Acrobat Reader version 8 and above
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Chapter 14

Analyzing Classful IPv4 Networks

When operating a network, you often start investigating a problem based on an IP address and
mask. Based on the IP address alone, you should be able to determine several facts about the
Class A, B, or C network in which the IP address resides. These facts can be useful when trou-
bleshooting some networking problems.

This chapter lists the key facts about classful IP networks and explains how to discover these
facts. Following that, this chapter lists some practice problems. Before moving to the next
chapter, you should practice until you can consistently determine all these facts, quickly and
confidently, based on an IP address.

This chapter covers the following exam topics:

1.0 Network Fundamentals
1.8 Configure, verify, and troubleshoot IPv4 addressing and subnetting
1.9 Compare and contrast IPv4 address types
1.9.a Unicast
1.9.b Broadcast
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Foundation Topics

Classful Network Concepts

Imagine that you have a job interview for your first IT job. As part of the interview, you’re given
an IPv4 address and mask: 10.4.5.99, 255.255.255.0. What can you tell the interviewer about the
classful network (in this case, the Class A network) in which the IP address resides?

This section, the first of two major sections in this chapter, reviews the concepts of classful IP
nerworks (in other words, Class A, B, and C networks). In particular, this chapter examines how
to begin with a single IP address and then determine the following facts:

Class (A, B, or C)

Default mask

Number of network octets/bits

Number of host octets/bits

Number of host addresses in the network

Network ID

Network broadcast address

First and last usable address in the network

IPv4 Network Classes and Related Facts

IP version 4 (IPv4) defines five address classes. Three of the classes, Classes A, B, and C, consist
of unicast IP addresses. Unicast addresses identify a single host or interface so that the address
uniquely identifies the device. Class D addresses serve as multicast addresses, so that one packet
sent to a Class D multicast IPv4 address can actually be delivered to multiple hosts. Finally,
Class E addresses were originally intended for experimentation, but were changed to simply be
reserved for future use. The class can be identified based on the value of the first octet of the
address, as shown in Table 14-1.

Key Table 14-1 IPv4 Address Classes Based on First Octet Values
Topic Class First Octet Values Purpose
A 1-126 Unicast (large networks)
B 128-191 Unicast (medium-sized networks)
C 192-223 Unicast (small networks)
D 224-239 Multicast
E 240-255 Reserved (formerly experimental)

After you identify the class as either A, B, or C, many other related facts can be derived just
through memorization. Table 14-2 lists that information for reference and later study; each of
these concepts is described in this chapter.
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Table 14-2 Key Facts for Classes A, B, and C

Class A Class B Class C
First octet range 1-126 128 - 191 192 - 223
Valid network numbers | 1.0.0.0 — 126.0.0.0 128.0.0.0 — 191.255.0.0 |192.0.0.0 — 223.255.255.0
Total networks 27 -2=126 214 =16,384 221=2,097,152
Hosts per network 224 -2 2162 28-2
Octets (bits) in network | 1 (8) 2 (16) 3 (24)
part
Octets (bits) in host 3 (24) 2 (16) 1(8)
part
Default mask 255.0.0.0 255.255.0.0 255.255.255.0

At times, some people today look back and wonder, “Are there 128 class A networks, with

two reserved networks, or are there truly only 126 class A networks?” Frankly, the difference
is unimportant, and the wording is just two ways to state the same idea. The important fact to
know is that Class A network 0.0.0.0 and network 127.0.0.0 are reserved. In fact, they have been
reserved since the creation of Class A networks, as listed in RFC 791 (published in 1981).

Although it may be a bit of a tangent, what is more interesting today is that over time, other newer
RFCs have also reserved small pieces of the Class A, B, and C address space. So, tables like Table
14-2, with the count of the numbers of Class A, B, and C networks, are a good place to get a

sense of the size of the number; however, the number of reserved networks does change slightly

over time (albeit slowly) based on these other reserved address ranges.

NOTE If you are interested in seeing all the reserved IPv4 address ranges, just do an Internet
search on “IANA IPv4 special-purpose address registry.”

The Number and Size of the Class A, B, and C Networks
Table 14-2 lists the range of Class A, B, and C network numbers; however, some key points can
be lost just referencing a table of information. This section examines the Class A, B, and C net-
work numbers, focusing on the more important points and the exceptions and unusual cases.

First, the number of networks from each class significantly differs. Only 126 Class A networks
exist: network 1.0.0.0, 2.0.0.0, 3.0.0.0, and so on, up through network 126.0.0.0. However,
16,384 Class B networks exist, with more than 2 million Class C networks.

Next, note that the size of networks from each class also significantly differs. Each Class A net-
work is relatively large—over 16 million host IP addresses per network—so they were originally
intended to be used by the largest companies and organizations. Class B networks are smaller,
with over 65,000 hosts per network. Finally, Class C networks, intended for small organizations,
have 254 hosts in each network. Figure 14-1 summarizes those facts.


https://www.pearson.de/9780134514734

Chapter 14: Analyzing Classful IPv4 Networks 325

Class Networks Hosts/Network
e = = =
. D nJa jn
_ =7 =
\ 126 16,777,214/
’ — =
= il
- 55 00
_ =
\ 16,384 65,534/
- =\
=l
- 556 O
=
\ 2,097,152 254/

Figure 14-1 Numbers and Sizes of Class A, B, and C Nerworks

Address Formats

In some cases, an engineer might need to think about a Class A, B, or C network as if the net-
work has not been subdivided through the subnetting process. In such a case, the addresses in
the classful network have a structure with two parts: the nerwork part (sometimes called the
prefix) and the host part. Then, comparing any two IP addresses in one network, the following
observations can be made:

The addresses in the same network have the same values in the network part.
Topic The addresses in the same network have different values in the host part.

For example, in Class A network 10.0.0.0, by definition, the network part consists of the first
octet. As a result, all addresses have an equal value in the network part, namely a 10 in the first
octet. If you then compare any two addresses in the network, the addresses have a different value
in the last three octets (the host octets). For example, IP addresses 10.1.1.1 and 10.1.1.2 have the
same value (10) in the network part, but different values in the host part.

Figure 14-2 shows the format and sizes (in number of bits) of the network and host parts of 1P
addresses in Class A, B, and C networks, before any subnetting has been applied.

/W Network (8) Host (24) |

B Network (16) Host (16) |

C Network (24)

Figure 14-2 Sizes (Bits) of the Network and Host Parts of Unsubnetted Classful Networks

Default Masks

Although we humans can easily understand the concepts behind Figure 14-2, computers prefer
numbers. To communicate those same ideas to computers, each network class has an associated
default mask that defines the size of the network and host parts of an unsubnetted Class A, B,
and C network. To do so, the mask lists binary 1s for the bits considered to be in the network
part and binary Os for the bits considered to be in the host part.
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For example, Class A network 10.0.0.0 has a network part of the first single octet (8 bits) and a
host part of last three octets (24 bits). As a result, the Class A default mask is 255.0.0.0, which in
binary is

11111111 00000000 00000000 00000000

Figure 14-3 shows default masks for each network class, both in binary and dotted-decimal
format.

Decimal 255 . 0 . 0 . 0
A Binary 11111111 00000000 00000000 00000000

Concept [Network (8) Host (24)

\ J

( N\
Decimal 255 . 255 . 0 . 0

B Binary 11111111 11111111 00000000 00000000

Concept Network (16) Host (16)

\ J

4 N\
Decimal 255 . 255 . 255 . 0

c Binary 11111111 11111111 11111111 00000000

Concept | Network (24) Host (8)

. J/

Figure 14-3 Default Masks for Classes A, B, and C

NOTE Decimal 255 converts to the binary value 11111111. Decimal 0, converted to 8-bit
binary, is 00000000. See Appendix A, “Numeric Reference Tables,” for a conversion table.

Number of Hosts per Network

Calculating the number of hosts per network requires some basic binary math. First, consider

a case where you have a single binary digit. How many unique values are there? There are, of
course, two values: 0 and 1. With 2 bits, you can make four combinations: 00, 01, 10, and 11. As
it turns out, the total combination of unique values you can make with N bits is 2N,

Host addresses—the IP addresses assigned to hosts—must be unique. The host bits exist for the
purpose of giving each host a unique IP address by virtue of having a different value in the host
part of the addresses. So, with H host bits, 2 unique combinations exist.

However, the number of hosts in a network is not 29; instead, it is 2" — 2. Each network reserves

two numbers that would have otherwise been useful as host addresses, but have instead been

reserved for special use: one for the network ID and one for the network broadcast address. As

aresult, the formula to calculate the number of host addresses per Class A, B, or C network is
2H -2

where H is the number of host bits.

Deriving the Network ID and Related Numbers

Each classful network has four key numbers that describe the network. You can derive these
four numbers if you start with just one IP address in the network. The numbers are as follows:
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Network number
First (numerically lowest) usable address

|
]
m Last (numerically highest) usable address
]

Network broadcast address

First, consider both the network number and first usable IP address. The nerwork number, also
called the nerwork ID or network address, identifies the network. By definition, the network
number is the numerically lowest number in the network. However, to prevent any ambiguity,
the people that made up IP addressing added the restriction that the network number cannot
be assigned as an IP address. So, the lowest number in the network is the network ID. Then, the
first (numerically lowest) host IP address is one larger than the network number.

Next, consider the network broadcast address along with the last (numerically highest) usable IP
address. The TCP/IP RFCs define a network broadcast address as a special address in each net-
work. This broadcast address could be used as the destination address in a packet, and the rout-
ers would forward a copy of that one packet to all hosts in that classful network. Numerically,
a network broadcast address is always the highest (last) number in the network. As a result, the
highest (last) number usable as an IP address is the address that is simply one less than the net-
work broadcast address.

Simply put, if you can find the network number and network broadcast address, finding the first
and last usable IP addresses in the network is easy. For the exam, you should be able to find all
four values with ease; the process is as follows:

Key Step 1. Determine the class (A, B, or C) based on the first octet.
gl Step 2. Mentally divide the network and host octets based on the class.

Step 3. To find the network number, change the IP address’s host octets to 0.
Step 4. To find the first address, add 1 to the fourth octet of the network ID.
Step 5. To find the broadcast address, change the network ID’s host octets to 255.

Step 6. To find the last address, subtract 1 from the fourth octet of the network broadcast
address.

The written process actually looks harder than it is. Figure 14-4 shows an example of the pro-
cess, using Class A IP address 10.17.18.21, with the circled numbers matching the process.

Class (D @ B C
Divide (@) *

Network Host

10 17 . 18 . 21

Make Host=0 (3) 10| o. o. o
Add1 (@ 10| 0. 0. +_1

Make Host=255 (5) 10 | 255 . 255 . 255
Subtract 1 () 10 | 255 . 255 .25-_411

Figure 14-4 Example of Deriving the Network ID and Other Values from 10.17.18.21
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