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4. Next, register the server with the Storage Sync Service, as shown in Figure 2-39.

Choose a Storage Sync Service

Azure Subscription
visual Studio Ultimate with MSDN #

Subscription ID AAAT

Resource Group

ExamPRefRg ¥,

Storage Sync Service

examreffilesync ™

Register

FIGURE 2-39 Registering the server with the Storage Sync Service

Adding a server endpoint

After the server is registered, you must navigate back to the sync group in the Azure portal and
click Add Server Endpoint. In the Registered Server drop-down menu, you will find all the
servers that have the agent installed and associated with this sync service.

Enable cloud tiering to only store frequently accessed files locally on the server while all
your other files are stored in Azure Files. This is an optional feature that is configured by a

policy.

MORE INFO CLOUD TIERING OVERVIEW

You can learn more about configuring cloud tiering at https://docs.microsoft.com/azure/
storage/files/storage-sync-cloud-tiering.

Figure 2-40 shows the blade in the Azure portal to add the server endpoint. Ensure that you
are only syncing the location to one sync group at a time and that the path entered exists on
the server.
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Add server endpoint

A server endpoint integrates an entire volume or a subfolder of a velume from a registered
server as a location to sync. The following considerations apply:

* Servers must be registered to the storage sync service that contains this sync group
before you can add a location on them here.

* A specific location on the server can only sync with one sync group. Syncing the same
location or even a part of it - with a different sync group doesn't work.

¢ Make sure that the path you specify for this server is correct.

Learn miore

Registered Server | ExamRefFs b |

Path | D\Data |
~ Cloud Tiering Disabled

Cloud Tiering transforms your server endpoint into a cache for y%r files in the Azure file
share. Different policies help you to fine tune your cache behavior.

Learn more

FIGURE 2-40 Adding a server endpoint to the Azure Storage Sync Service.

Monitoring synchronization health

Open the sync group in the Azure portal. A health indicator is displayed by each of the server
endpoints; green indicates a healthy status. Click the endpoint to see stats such as the number

of files remaining, size, and any resulting errors, as shown in Figure 2-41

MORE INFO TROUBLESHOOTING AZURE FILE SYNC

Keep up with the latest issues and learn more about troubleshooting Azure File Sync at https://

docs.microsoft.com/azure/storage/files/storage-sync-files-troubleshoot.
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AZURE FILE SHARE " PROVISIONING STATE RESOURCE GROUP
examreffiles ExamRefRG
1 server endpoints
SERVER ' HEALTH FILES NOT SYNCING SYNC ACTIVITY PATH CLOUD TIERING LAST STATUS
ExamPefFS @ Pending CA\Data Never

FIGURE 2-41 Monitoring the health of a new server endpoint

Configure Azure Blob Storage

This section describes the key features of the blob storage provided by each storage account.
Azure Blob Storage is used for large-scale storage of arbitrary data objects, such as media files,
log files, and so on.

Blob containers

Figure 2-42 shows the layout of the blob storage. Each storage account can have one or more
blob containers and all blobs must be stored within a container. Containers are similar in
concept to a hard drive on your computer, in that they provide a storage space for data in your
storage account. Within each container, you can store blobs, much as you would store files on a

hard drive. Blobs can be placed at the root of the container or organized into a folder hierarchy.

Storage Account Containers Blobs

examrefstorage | A

FIGURE 2-42 Azure storage account entities and hierarchy relationships
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Each blob has a unique URL. The format of this URL is as follows: https://[account name].

blob.core.windows.net/[container name]/[blob path and name].

Optionally, you can create a container at the root of the storage account, by specifying
the special name $root for the container name. This allows you to store blobs in the root
of the storage account and reference them with URLs such as: https://[account name].blob.

core.windows.net/fileinroot. txt.

Understanding blob types

Blobs come in three types, and it is important to understand when each type of blob should be
used and what the limitations are for each.

m Page Blobs. Optimized for random-access read and write operations. Page Blobs are
used to store virtual disk (VHD) files which using unmanaged disks with Azure virtual
machines. The maximize Page Blob size is 8 TB.

m Block Blobs. Optimized for efficient uploads and downloads, for video, images, and
other general-purpose file storage. The maximum Block Blob size is slightly more than
475TB.

m Append Blobs. Optimized for append operations. Updating or deleting existing
blocks in the blob is not supported. Up to 50,000 blocks can be added to each Append
Blob, and each block can be up to 4MB in size, giving a maximum Append Blob size of
slightly more than 195 GB. Page Blobs are most commonly used for log files.

Blobs of all three types can share a single blob container.

\}) ExamTiP
' The type of the blob is set at creation and cannot be changed after the fact. Acommon
problem that might show up on the examis if a . vhd file was accidently uploaded as a Block
Blob instead of a Page Blob. The blob must be deleted first and reuploaded as a Page Blob
before it can be mounted as an OS or data disk to an Azure VM.

MORE INFO BLOB TYPES

You can learn more about the intricacies of each blob type here: https://docs.microsoft.com/
rest/api/storageservices/understanding-block-blobs--append-blobs--and-page-blobs.

Managing blobs and containers (Azure portal)

You can create and manage containers through the Azure portal, Azure Storage Explorer,
third-party storage tools, or through the command-line tools. To create a container in the
Azure management portal, open a storage account by clicking All Services > Storage
Accounts, and then choosing your storage account. Within the storage account blade, click
the Blobs tile, and then click the + Container button, as shown in Figure 2-43. See Skill 2.1 for
more information on setting the public access level.
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MName *

[ examrefcontainer : 1

Public access level @

cess level | Private (no anonymous access) N

Private (no anonymous access)

Blob (anonymous read access for blobs only)

Container (anonymous read access for containers and blobs)

FIGURE 2-43 Creating a container using the Azure management portal

After a container is created, you can also use the portal to upload blobs to the container, as
demonstrated in Figure 2-44. Click the Upload button in the container and then browse to the
blob to upload. If you click the Advanced button, you can select the blob type (Blob, Page, or
Append), the block size, and optionally, a folder to which the blob is to be uploaded.

el Upload biok ]
[ exsmreteontainer]
- .
T ilphoud (4 Cuange wsem ol (L) R ; Uity B

Authestication methad: fcoes by (= At AD Uvar A [ comrnts o Slen srwacty wuint

At Eorrtel (W) w Adhaanzed

toame et PR sty s
Acom ey v}

FIGURE 2-44 Uploading a blob to a storage account container

MORE INFO MANAGING BLOB STORAGE WITH POWERSHELL

The Azure PowerShell cmdlets offer a rich set of capabilities for managing blobs in storage.
You can learn more about their capabilities here: https://docs.microsoft.com/azure/storage/
blobs/storage-how-to-use-blobs-powershell.

MORE INFO MANAGING BLOB STORAGE WITH THE AZURE CLI

The Azure CLI also offers a rich set of capabilities for managing blobs in storage. You can
learn more about their capabilities here: https://docs.microsoft.com/azure/storage/common/

storage-azure-cli.
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Managing blobs and containers (Storage Explorer)

Azure Storage Explorer provides rich functionality for managing storage data, including blobs
and containers. To create a container, expand the Storage Accounts node, expand the storage
account you want to use, and right-click the Blob Containers node. This will open a new menu
item where you can create a blob container, as shown in Figure 2-45.

4 = Storage Accounts
b = csg00b720289dcexd729x9b2

4 . examref

£ [ Blob Containers

P destcontainer Create Blob Container

™ examrefcontainer

™ srccontainer Configure CORS Settings...
v = File Shares Configure Soft Delete Policy...
¢ Queues Search From Here
b [EH Tables Refresh

4 ™ Blob Containers
™ bootdiagnostics-scovm-Ocb8:

P pocrgdiag485 pEE | R

FIGURE 2-45 Creating a container using the Azure Storage Explorer

Azure Storage Explorer provides the ability to upload a single file or multiple files at once.
The Upload Folder feature provides the ability to upload the entire contents of a local folder,
re-creating the hierarchy in the Azure Storage Account. Figure 2-46 shows the two upload
options.

™ examrefcontainer “m %

T e | @2 == B |y [f = x ) &
Upload | Download  Qpen  New Folder  Select All Copy Clone with New Name  Delete Create Snapshot  Manage Snapshots
Upload Folder...

Upload Files... lobs (default) ¥ | examrefcontainer

Name ~ | Access Tier Access Tler Last Modified | Last Modified Blob Type | Content Type Sizi

FIGURE 2-46 Uploading files and folders using Azure Storage Explorer

Soft Delete for Azure Storage blobs

The default behavior of deleting a blob is that the blob is deleted and lost forever. Soft Delete
is a feature that allows you to save and recover your data when blobs or blob snapshots are
deleted even in the event of an overwrite. This feature must be enabled on the Azure Storage
account, and a retention period must be set for how long the deleted data is available (see
Figure 2-47).
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